St Joseph’s RC Primary School

E-Safety Policy
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Purpose of this Policy
e To inform all governors, teaching and non-teaching staff, pupils and parents of the schools e-
safety policy intended to keep children and them safe online both in school and outside.

e To inform all governors and teaching and non-teaching staff how to adhere to the schools e-
safety policy, what to do when they suspect a breach and the sanction the governing body will
apply if a breach is proven.

We at St Joseph’s RC Primary School are committed to providing a caring, friendly and safe
environment for all of our pupils and staff so they can achieve their full potential in a relaxed and
secure atmosphere.

The internet offers a huge learning and teaching potential but, at the same time, a breach of
internet safety guidelines e.g. through the use of Social Networking, external webpages or blog, can
lead to a breach of trust and even bullying. Bullying of any kind is unacceptable at our school. If
bullying does occur, all pupils and staff members should be able to tell and know that incidents will
be dealt with promptly and effectively. We are a TELLING school. This means that anyone who
knows that bullying is happening is expected to tell a member of staff immediately.

What Is Social Networking and Blogging?

Social networking has become very much part of life. Many individuals use it on a daily basis. In
terms of communication via the internet, the use of social networking websites e.g. Facebook,
MySpace and Bebo, may surpass email use.

Despite the popularity of social networks, there are a number of potential risks about their use. It is
also important to stress that once something is put onto the internet it can be difficult to remove
and there is a possibility that anyone can gain access to it.

The term ‘Blog’ is short for ‘web log’. A blog is an online diary detailing personal insights and
experiences, which is shared with an online audience.

Recommendations and Policy:
At St Joseph’s RC Primary School we caution all staff about the lack of privacy and potential for
unsavoury content with respect to Social Networking sites and blogs. As such, we actively remind
all members of the school community that they must be careful about the information they post
due to potential security risks.

Social Networking sites:

e Only use them if absolutely necessary

e At the very most use only your name for the profile

e Do not put your date of birth on the profile

e Be wary what pictures you put online of yourself, family and friends

e Make your profile ”Invite only” and thus only allow people you trust with certainty to view your
information

e Do not discuss political views

e Do not discuss work

e Do not post your occupation

e Be careful what viewpoint you express

The local authority also advises that all staff members in school think carefully about any
information they post on a personal web space or blog, as this can be added to other peoples’ pages
and in turn past on to another and another. The information ‘posted’ will reflect the kind of person
they are, which is why no information relating to staff, children or the wider school community
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should be shared or published by this means. Staff members should also check the privacy settings
on their profile and set them to private, checking the contact and friends list from time to time to
make sure they still want them to know their personal details.

Furthermore, staff members should protect their password at all times and should remember that
most social networking sites are for adults only (18 years and over) so should never be shared with
any child in the school. All staff members working in schools should maintain an appropriate level
of professional conduct in their own internet use, both within and outside school.

Additionally at St Joseph’s RC Primary School, all members of our school community are requested
not to put any photographs of members of the school community onto an external web site unless
they have had prior permission. We also ask that in order to further protect the privacy, safety and
well-being of our children, staff and school community at large, that at no point should members of
the school community engage in dialogue on such sites which relates to the school, children, staff or
members of the extended school community.

Procedures

Our procedures aim to do two things: keep all pupils, members of staff and members of the wider
school community safe and, if possible, change the behaviour of any person(s) using the internet
inappropriately.

Procedures to be followed include:
1. Report any suspected breach of internet e-Safety guidelines to the child protection officer
or senior member of staff immediately.
2. In serious cases those involved will be asked to come in to a meeting to discuss the alleged
misconduct.
3. If necessary and appropriate governors, LA representative, and/or the police will be
consulted.

All incidences reported must be investigated and the breach action suspended immediately, with all
evidence forensically secured for investigation.

Outcomes
1) The perpetrator may be asked to genuinely apologise.
2) In serious cases, suspension or even exclusion will be considered.
3) After the incident(s) have been investigated and dealt with, each case will be monitored to
ensure there is no further breach of policy.

A written record of any reported incident will also be kept by the headteacher, along with a record
of our response, follow up actions and the details of outcomes.
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Prevention
We will use a number of methods to help children and staff prevent a breach of these e-safety
guidelines:
e Information sharing from e-safety partners
e Staff / community training (supported by the local authority and Police Community Officers)
e Development of e-safety rules (relevant to St Joseph’s pupils)

Although schools are not directly responsible for bullying off their premises, we would encourage
pupils, staff members and all members of the school community not to suffer in silence. We will
always listen and take appropriate steps to address the issue.

The Headteacher, Mr Gareth Rein, is the Designated Senior Person for Child Protection, but all staff
are responsible for implementing this policy.

Equaliltes Statement

The governors are committed to providing education and access for all and are fully cognisant of the
nine protected characteristics and our obligation under the Equalities Act 2010. We ensure that
there is no discrimination at St Joseph’s RC Primary School on grounds of: disability; gender
reassignment; marriage and civil partnership; pregnancy and maternity; race; religion or belief; sex
(gender); sexual orientation; the Welsh language in Wales or age (applicable to all except pupils).

This policy should be read in conjunction with the following:
e Acceptable Use Policy (Vale)
e Social Networking Policy (School website)
e Disciplinary Policy (Vale website)
e Anti-Bulling Policy (School website)
e Child Protection Policy (School webiste)
e “Keeping Safe Online” guidance pack for schools
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